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Abstract

In an era of rapid technological advancement, Facial Recognition Technology (FRT) stands out as a significant
innovation with wide-ranging implications for surveillance, security, and personal privacy. This paper presents a
comparative analysis of college students’ perspectives on FRT in China and the United States, two global powers
with distinct approaches to privacy, security, and individual freedoms. Through surveys, focus groups, and
interviews with college students in both countries, this study explores their familiarity with FRT, willingness to
adopt it, and concerns about privacy and security. The findings reveal nuanced differences in attitudes shaped by
cultural, regulatory, and societal norms. Chinese students exhibit higher acceptance and optimism towards FRT,
reflecting its deep integration into everyday life, while American students demonstrate cautious acceptance,
emphasizing privacy and ethical considerations. This research provides valuable insights for policymakers,
technologists, and educators aiming to balance the benefits of FRT with the imperative to protect individual
rights and freedoms.
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1. Introduction

In an era where technology pervades every aspect of our lives, Facial Recognition Technology (FRT) emerges as
a cornerstone of modern surveillance and security systems, offering unprecedented capabilities for identity
verification and monitoring. This technology, while offering significant benefits, also raises profound questions
regarding privacy, consent, and civil liberties, making it a focal point of societal and ethical debates. This paper
embarks on a comparative analysis of college students’ perspectives on FRT in two markedly different yet
equally influential global powers: China and the United States. These two nations not only lead in technological
advancements but also embody divergent approaches to privacy, security, and individual freedoms, providing a
rich comparative backdrop for understanding the nuanced views of the younger generation on FRT.

Tracing back to its origins in the 1960s, FRT has evolved from rudimentary experiments in computer vision to
sophisticated systems capable of identifying individuals in crowded spaces with remarkable accuracy. This
evolution has been paralleled by its increasingly pervasive application across various sectors, including public
security, financial transactions, and consumer services. Despite its benefits, the rapid adoption of FRT worldwide
has ignited a spectrum of concerns, particularly around the issues of privacy infringement, data security, and the
potential for state and corporate surveillance.

In China, the government’s deployment of FRT as part of its extensive surveillance apparatus represents one of
the most advanced and comprehensive monitoring systems globally. This network of cameras and software, often
justified in the name of public security, has profoundly impacted citizens’ privacy rights and freedoms. Recent
legislative efforts to regulate the use of FRT, aimed at curbing its misuse and protecting personal data, reflect a
nuanced shift in policy. Yet, these regulations’ exemptions for national security use continue to raise critical
questions about the balance between state surveillance and individual privacy.

The United States presents a contrasting narrative where the growth of FRT has been driven by both government
security initiatives and commercial interests. The post-9/11 security landscape significantly accelerated the
deployment of biometric and surveillance technologies, including FRT, across public and private sectors.
Simultaneously, the country has witnessed a growing movement advocating for the regulation or outright
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banning of FRT use by law enforcement and other entities, fueled by concerns over privacy rights, racial and
gender biases, and the potential for misuse.

This study focuses on the perspectives of college students in China and the US, a demographic that stands at the
crossroads of experiencing FRT’s applications and implications firsthand. As digital natives and future leaders,
their views offer insights into evolving attitudes towards technology, privacy, and governance. College campuses,
as microcosms of broader societal dynamics, present unique environments for exploring how FRT is perceived
and experienced by young adults navigating the complexities of modern digital life.

My research seeks to explore these perspectives through a methodologically robust comparative analysis,
employing surveys, focus groups, and interviews to capture a wide range of views. By doing so, this paper aims
to contribute to the ongoing discourse on FRT, offering evidence-based insights that can inform policymakers,
technologists, and educators in both countries. Through this comparative lens, we aim to understand not only the
specific concerns and expectations of college students regarding FRT but also the broader societal implications
of this technology’s integration into everyday life.

In dissecting the intricate layers of this issue, this paper seeks delve into the heart of the matter: How the benefits
of technological advancement can be reconciled with the imperative to protect individual rights and freedoms in
the digital age. This exploration is crucial for developing a nuanced understanding of FRT’s role in society and
guiding the responsible evolution of surveillance technologies in a manner that respects and upholds human
dignity and privacy.

2. Literature Review

FRT has been a transformative force in the digital era, evolving from the foundational work in automated facial
recognition during the 1960s by Woody Bledsoe, Helen Chan Wolf, and Charles Bisson (Nilsson, 2009). This
technology, which identifies or verifies individuals through facial features, has diverse applications, ranging
from enhancing security to streamlining administrative processes.

2.1 FRT in the United States

The U.S. is a significant player in the global biometrics market, with its facial recognition sector growing
substantially, accounting for approximately 37.8% of the market by 2022 (Credence Research, 2024). This
expansion is reflected in the wide-ranging use of FRT across various industries, including law enforcement,
border control, and educational settings (Huszti-Orb& & NTAol&n, 2020). Post-9/11, the deployment of
biometric systems for security reasons has markedly increased, continuing to evolve and expand.

Despite its rapid growth, the use of FRT in the U.S. has faced significant challenges. Concerns over privacy and
potential misuse have led to a pushback against unrestricted deployment. By late 2020, approximately 13 U.S.
cities had enacted laws prohibiting police from using the technology, reflecting a growing apprehension about its
implications. However, the momentum for such bans has slowed, with fewer new bans passed in subsequent
years, indicating a complex, evolving stance on FRT regulation (Flynn, 2020).

Concerns are well-founded. Incidents such as the emergence of Clearview Al, which offered its facial
recognition services to law enforcement, have raised alarms about FRT’s intrusiveness and potential privacy
violations. Studies revealing racial and gender biases in FRT accuracy further compound these concerns,
prompting calls for stricter oversight and regulation (Hill, 2024).

College students in the U.S. find themselves in an environment where FRT’s security and administrative
efficiency benefits must be weighed against potential infringements on privacy and ethical issues. Their
perspectives on FRT, shaped within this dynamic and sometimes contentious backdrop, offer valuable insights
into this technology’s acceptability and future direction (D’Agostin, 2024).

As digital natives, college students represent a demographic adept at and accustomed to rapid technological
changes (Prensky, 2001), including the adoption of FRT. Their viewpoints reflect a blend of technical savvy,
privacy concerns, and ethical considerations, offering valuable insights into the future trajectory of this
technology. College campuses in the U.S. are increasingly adopting FRT for purposes such as enhancing campus
security, streamlining administrative processes (Morris, 2024), and even tracking student attendance. This direct
exposure situates college students at the forefront of experiencing FRT’s practical implications, benefits, and
potential drawbacks.

2.2 FRT in China

In recent years, China has become one of the most significant users of FRT in the world, with an estimated 200
million monitoring CCTV cameras of the “Skynet” system in use, four times the number of surveillance cameras
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in the United States (Mozur et al., 2018). The coronavirus pandemic accelerated the implementation of mass
surveillance, providing a plausible pretext for its expanded use (Chin et al., 2022). These cameras are used for
various purposes, including monitoring public spaces, tracking individuals’ movements, and identifying criminal
suspects.

Despite the potential benefits of FRT, its widespread use in China has raised significant privacy concerns. Before
August 2023, the lack of legal protections for personal data, which can be easily collected, stored, and analyzed
using FRT, was a major issue. There is no comprehensive data protection law in China, and existing regulations
are often poorly enforced (Geller, 2020). This lack of legal protections has led to widespread abuse of personal
data, including the sale of sensitive information on the black market (Creemers, 2022).

One of the most notable examples of human rights violations related to FRT in China is the government’s use of
the technology to track and suppress the Uighur Muslim minority in the Xinjiang region. The Chinese
government has used FRT to monitor Uighur Muslims’ activities, including their religious practices and political
views, leading to the arbitrary detention and imprisonment of millions in “reeducation” camps where they face
forced labor, indoctrination, and other forms of abuse (Asher-Schapiro, 2021). Additionally, FRT is used to
monitor political dissidents and activists, such as tracking and arresting pro-democracy protesters in Hong Kong
(Mozur, 2019).

The use of FRT in China to monitor compliance with COVID-19 prevention measures has raised concerns about
human rights violations. Facial recognition technology is used to monitor mask-wearing in public spaces and to
track the movements of individuals infected or suspected of being infected with COVID-19 (Kharpal, 2020).
While these measures aim to control the spread of the virus, they have also raised concerns about privacy and
civil liberties, with critics arguing that these surveillance measures may become permanent and could be used for
broader surveillance purposes in the future (France-Presse, 2021).

3. Research Design

This study adopts a comprehensive and mixed-methods approach to analyze and compare college students’
perspectives on FRT in China and the United States. The objective is to understand the nuances of student
attitudes toward FRT, focusing on its societal applications, accuracy awareness, privacy impacts, security
perceptions, data sharing willingness, scope of usage concerns, and its perceived role in various sectors. My
methodological triangulation combines quantitative and qualitative data collection methods, including surveys,
focus groups, and individual interviews, to ensure both breadth and depth in our findings.

Phase 1: Initial Surveys

The initial phase of our study involved conducting detailed surveys among college students in both countries. In
China, we administered the survey to 101 students from 15 provinces, while in the US, the survey reached 102
students across 22 states, ensuring a diverse representation of perspectives. The survey comprised 15 questions,
utilizing both multiple-choice and single-choice formats, designed to cover various dimensions of FRT.

Phase 2: Follow-up Surveys

Upon analyzing the initial survey data, a prominent concern regarding privacy emerged. To delve deeper into this
issue, a second survey was conducted in both countries. This survey aimed to gather more comprehensive
demographic data (gender, age, location) and further examine participants’ experiences with FRT, their privacy
and security perceptions, and attitudes toward FRT application in different contexts. In China, the survey was
expanded to include respondents from 25 provinces, including municipalities, while in the US, it reached
students across 34 provinces, including municipalities. Each survey targeted 100 college students aged between
18 to 25 years old.

Phase 3: Focus Groups

To augment the quantitative data from the surveys and enrich the study with qualitative insights, a focus group
session was conducted in each country. Each group consisted of ten students, each representing a different
province or state, to ensure a wide range of viewpoints. These sessions were instrumental in capturing nuanced
opinions and experiences of participants regarding FRT, with a particular focus on privacy concerns.

Phase 4: Individual Interviews

Further deepening our qualitative exploration, ten students in each country were selected for in-depth,
one-on-one interviews. These interviews allowed for a more detailed understanding of individual experiences
and attitudes toward FRT, providing valuable insights into personal perspectives that surveys and focus groups
might not fully capture.
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Methodological Triangulation

By combining the quantitative data from the surveys with the qualitative insights from focus groups and
individual interviews, my research design achieves methodological triangulation. This comprehensive approach
is aimed to explore the subject matter from multiple angles, ensuring a robust analysis of college students’
perspectives on FRT in China and the United States. This triangulation not only enhances the validity of my
findings but also provides a more nuanced understanding of the complexities surrounding FRT’s societal
implications.

4, Results
Survey 1

The questionnaire reveals nuanced differences between US and Chinese college students’ perceptions of FRT
applications. US students slightly favor FRT’s use in security protection (89) and identity verification (102) more
than Chinese students (81 and 95, respectively). Conversely, Chinese students recognize payment authentication
(93) and access control (79) as more prevalent applications compared to their US counterparts (75 and 56),
indicating a potentially greater integration of FRT in financial transactions and secured access in China. While
both groups similarly acknowledge data analysis (US: 36, China: 40), the US respondents uniquely noted other
uses like personal photo tagging and military applications. These variations underscore cultural and operational
differences in the adoption and awareness of FRT between the two student populations.

What do you think the applications of FRT in society?

Data Analysis

Access Control

Payment Authentication

Identity Verification

Security Protection

0

=1

0 20% 40% 60% 80% 100% 120%

EUS mChina

Figure 1. Different views of college students in the US and China about the applications of FRT in current
society

The levels of willingness among US and Chinese college students to use FRT in different scenarios vary. Both
groups are most willing to use FRT for unlocking phones, with a higher inclination among US students (US: 87,
China: 76). However, Chinese students show a significantly higher willingness to use FRT in access control
systems (China: 82, US: 40) and public transportation verification (China: 41, US: 25), reflecting perhaps a
broader acceptance or prevalence of such technology in infrastructure in China. For payment verification, the
willingness is relatively high and quite similar between the groups (US: 67, China: 76). Social media tagging is
the least favored application among both groups, though slightly more Chinese students are open to it (China: 22,
US: 15). A few US students noted they would avoid FRT if possible (Note 1), indicating some resistance or
concern regarding its use. These results highlight cultural and contextual differences in FRT’s acceptance and
perceived utility in daily life scenarios between the two student populations.
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Would you use FRT in the following scenarios?

Public Transportation Verification

Social Media Tagging

Payment Verification

Access Control Systems

Unlocking Phones
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Figure 2. Comparative Willingness of US and Chinese Students to Adopt Facial Recognition Technology in

Everyday Life

What do you think are the applications of FRT in the medical field?

Patient Monitoring

Disease Diagnosis

Medical Data Management

Patient Identity Recognition

0% 10%  20%  30%  40%  50%  60%  70%  80%  90%

EUS mChina

Figure 3. Different views of college students in the US and China about the applications of FRT in the medical
field

US students show a moderate level of familiarity, with the majority (73) falling into the “Somewhat Familiar”
category and a smaller but notable number (23) considering themselves “Very Familiar.” In contrast, Chinese
students are mostly “Somewhat familiar” (82), with fewer “Very familiar” feelings (14). Both groups have a
small portion that is “Not Familiar” with the accuracy of FRT, slightly more so in the US (8) than in China (5).
This suggests that while both groups generally understand FRT, US students may have a slightly broader range
of familiarity.
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Awareness of the Accuracy of FRT in China

m Not Familiar ® Very Familiar ® Somewhat Familiar

Figure 4. Awareness of the Accuracy of Facial Recognition Technology in China
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Figure 5. Awareness of the Accuracy of Facial Recognition Technology in the US

Chinese students have a higher perception of FRT’s security, with more students rating it as “Very Secure” (28)
compared to the US (11). However, the majority in both groups consider it “Moderately Secure” (US: 78, China:
68). A notable number of US students find it “Not Secure” (15), contrasting with a smaller number in China (5).
This indicates a more confident outlook on FRT’s security among Chinese students, possibly due to broader
societal integration and acceptance.

Willingness to use facial data for FRT is relatively high in both groups, with 77 US students and 73 Chinese
students willing to use their facial data. A similar number of students in both countries are not ready to use their
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facial data (US: 27, China: 28). This suggests a general openness to adopting FRT among both populations, with
a balanced degree of caution or reservation.

In both the US and China, privacy breach is the primary concern related to the scope of use of facial recognition
technology, with 34.56% of US students and a significant 73.27% of Chinese students highlighting it. Overuse is
a more prominent concern in the US (18.01%) compared to China (4.95%), while the risk of misuse is also a
significant concern in the US (31.25%) and less so in China (15.84%). The risk of discrimination is noted by
15.81% of US students and only 5.94% in China. Only a few or none mentioned other concerns, indicating that
overuse, privacy, discrimination, and misuse are the predominant worries. This suggests that while both groups
are concerned about privacy and misuse, US students have a more distributed concern across overuse and
discrimination compared to their Chinese counterparts.

In the US, a majority of 73.08% find the application of facial recognition technology in public places
inappropriate, while only 26.92% deem it appropriate. Conversely, 60.4% consider it right in China, with 39.6%
finding it problematic. This indicates a more receptive stance towards facial recognition in public spaces among
Chinese students than their US counterparts, who are predominantly against it.

Whether FRT is appropriate in the Public Places?

B Inappropriate W Appropriate
80.00%

73.08%

70.00%

60.40%

60.00%

50.00%

39.60%
40.00%

30.00% 26.92%
20.00%
10.00%

0.00%
the US China

Figure 6. Students’ opinions about appropriateness of FRT in the public places

Both US and Chinese students show a near-even split in their familiarity with the working principles of facial
recognition technology: 44.23% of US students and 49.5% of Chinese students are familiar with it. In
comparison, 55.77% of US and 50.5% of Chinese students are unaware. This indicates a moderate level of
understanding among students in both countries, with no significant difference in familiarity.
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Figure 7. The US and Chinese students’ familiarity with the working principles of FRT

In perceived applications of FRT in education, US students predominantly see its use in campus security
(39.71%) and exam monitoring (31.1%), with lesser emphasis on student attendance (20.57%) and library
management (7.18%). Chinese students also prioritize campus security (25.69%) and exam monitoring (24.77%)
but with a higher inclination towards student attendance (26.3%) and library management (22.63%). A small
percentage in both countries suggested other uses, such as dorm access. While both groups see security and exam
monitoring as primary applications, Chinese students are more inclined to consider a broader range of
educational uses for facial recognition technology.

Applications of FRT in Education

Student Attendance 43

86

. 15
Library Management

Campus Security &3
. 84

o 5

Exam Monitoring P 63

Other

[
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Figure 8. The Scenarios of applications of FRT in education

In terms of concerns about FRT being used to track individuals, 37.5% of US students are very concerned, 50%
are somewhat concerned, and 12.5% are not concerned. In China, 29.7% are very concerned, a significant
61.39% are somewhat concerned, and a smaller 8.91% are not concerned. This demonstrates that a majority in
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both countries have some level of concern, with Chinese students showing a slightly higher tendency towards
being somewhat concerned. In contrast, US students have a slightly higher portion of very concerned
individuals.

the US Students’ Concerns about FRT Tracking Individuals

Very Concerned
38%

Not Concerned
12%
Somewhat
Concerned
50%

M Not Concerned M Very Concerned M Somewhat Concerned

Chinese Students’ Concerns about FRT Tracking Individuals

Very Concerned
) 30%
Not Concerned

9%

Somewhat
Concerned
61%

M Not Concerned M Very Concerned M Somewhat Concerned

Figure 9. The American and Chinese students’ concerns about FRT tracking individuals

A large majority of students from both the US (76.92%) and China (94.06%) believe that FRT can improve the
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convenience of daily life. However, there is still a notable minority in the US (23.08%) and a smaller fraction in
China (5.94%) who do not think it adds convenience. This suggests that while most students see the potential
benefits in terms of convenience, there are more skeptics in the US compared to China.

In terms of outlook on the future development of FRT, 15.38% of US students are very optimistic, 59.62% are
somewhat optimistic, and 25% are not optimistic. In contrast, a larger proportion of Chinese students are very
optimistic (37.62%), with 57.43% somewhat optimistic and only 4.95% not optimistic. This indicates a generally
more positive view in China, with higher levels of optimism for the technology’s future, while US students
demonstrate a more varied distribution of optimism and caution.

Survey 2

This survey examines the perspectives of 18-25-year-old college students from China and the United States on
FRT. It aims to understand the variations in attitudes towards privacy, technology, and surveillance in this age
group, considering the diverse backgrounds in two contrasting cultural and educational environments.

The gender distribution among participants in the United States shows 55 males, 47 females, and one individual
preferring not to disclose their gender. In contrast, the Chinese cohort consisted of 41 males and 59 females. This
gender breakdown provides a base for analyzing potential gender-specific attitudes or concerns about facial
recognition technologies.

Age-wise, American participants were distributed as follows: none under 18, three 18-year-olds, five
19-year-olds, thirteen 20-year-olds, five 21-year-olds, fifteen 22-year-olds, twelve 23-year-olds, and fifty above
24-year-olds. Similarly, Chinese participants included none under 18, seven 18-year-olds, nine 19-year-olds,
twenty-one 20-year-olds, twenty-two 21-year-olds, fifteen 22-year-olds, seven 23-year-olds, and nineteen above
24-year-olds. This data illustrates a diverse representation of young adults in higher education, allowing for a
broad understanding of varying perspectives.

Geographically, the U.S. participants hailed from 31 different states, demonstrating a wide range of regional
backgrounds. Similarly, the Chinese respondents were from 25 provinces or cities, indicating a comprehensive
coverage of other cultural and geographic areas within China. This geographical diversity is essential for
understanding how location and culture might influence students’ attitudes toward facial recognition technology.

Overall, the survey’s demographic information, including gender, age, and geographical location, provides
insight into the complex and varied perspectives of young adults in China and the United States on the emerging
and controversial FRT. This understanding is vital for policymakers, technologists, and educators as they
navigate the implications of this technology in different cultural contexts.

About familiarity and concern regarding FRT

In exploring the familiarity and concern regarding FRT and surveillance among college students in the US and
China, it’s found that a significant majority have encountered FRT, with 96 in the US and 92 in China affirming
its presence in their lives. However, attitudes toward surveillance vary. In the US, while a substantial number
occasionally notice surveillance cameras, a notable proportion is somewhat or very concerned about their
presence. Conversely, a similar pattern of occasional notice is observed in China, but there’s a higher inclination
towards being very concerned and actively checking for cameras. This indicates a general awareness and varied
concern about surveillance and facial recognition technology among young adults in both countries.

Diverse attitudes toward privacy

In the US, most college students are concerned or neutral about facial recognition impacting privacy, while in
China, a majority feel safe or need more information, though concerns persist in both countries.

In the US, college students exhibit diverse opinions on facial recognition and privacy, with the largest segment,
41.75%, believing it infringes on privacy to some extent, followed by 33.98% maintaining a neutral stance
pending further confirmation. Those worried about privacy invasion constitute 13.59%, and a minority of 7.77%
feel very safe with the technology. In contrast, Chinese students are more inclined to view facial recognition as
safe, with 32% not feeling it infringes on privacy and 38% neutral but seeking confirmation. Still, concerns exist,
with 19% believing it infringes somewhat on privacy and 7% being apprehensive, indicating a cautious optimism
tempered by privacy concerns. Overall, these percentages reflect the nuanced views of young adults navigating
the balance between technology utility and privacy rights in two distinct cultural contexts.

Comparing attitudes towards the use of FRT in various settings

By Authorities: In the US, 45.63% find it acceptable with explicit notification, while 33.01% agree if it
complies with legal regulations. Only 8.74% find it completely fine. In China, 38% prefer detailed notification,
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32% are completely accepting, and 22% agree if it adheres to regulations.

In Schools: US students show 41.75% acceptance with detailed notification and 26.21% complete unacceptance,
whereas 9.71% are entirely accepting. Conversely, 42% of Chinese students prefer detailed notification, with
30% completely taking it and 5% fully against it.

In Residential Areas: 33.98% of US students are against it or find it acceptable only with explicit notification.
In China, 39% prefer detailed notification, with 26% completely accepting the technology and 8% entirely
against it.

In all scenarios, Chinese students generally accept facial recognition technology more, often contingent on
notification or legal compliance. In contrast, US students exhibit more caution and preference for explicit
notification or regulation.

Acceptance of FRT tied to various forms of identification

For bank cards: In the US, 29.41% find them convenient and acceptable, 27.45% are unwilling to link them,
and 21.57% have concerns about financial loss. In China, 36% find it convenient, 31% are unintended, and 23%
have concerns about financial loss.

For Identity Cards: In the US, 44.66% see it as an inevitable trend, 27.18% accept it but perceive risks, and
20.39% are unwilling due to privacy concerns. In China, 39% believe it’s an inevitable trend, 36% accept
reservations about safety, and 13% are unwilling due to privacy concerns.

For Student IDs: In the US, 34.95% agree it’s efficient, 33.01% accept but feel it invades privacy, and 18.45%
are outright unwilling due to privacy invasion. In China, 35% agree it’s efficient, 33% accept privacy concerns,
and 6% are outright reluctant due to privacy invasion.

Overall, there’s a general trend of cautious acceptance or outright reluctance in both countries, with concerns
about privacy and safety being significant factors in their decisions.

Comparative Inquiry on Facial Recognition Acceptance in Public Areas

In the US, only 19.42% of the students recall being asked about their acceptance of facial recognition in public
places. In comparison, a significant majority of 72.82% do not identify any such inquiries, and 7.77% do not
remember. In contrast, in China, a higher proportion of 57% have been asked about their views on facial
recognition, 32% have not been asked, and 11% do not remember. This suggests a more active discussion or
inquiry surrounding facial recognition technology in public spaces among individuals in China compared to the
us.

Evaluating Student Support for Widespread FRT Usage

In the US, the support for the widespread use of facial recognition is moderately distributed, with the majority
(38.46%) giving a middle score of 3, indicating a neutral position. The rest are relatively spread out, with
14.42% at the least supportive and only 3.85% at the most supportive. In China, there’s a higher inclination
towards support, with 32% scoring it a 4 and 22% scoring it a 5, showing substantial support. Only 1% are at the
least supportive. The comparative analysis indicates that Chinese students are generally more supportive of facial
recognition technology in society, with significant numbers leaning towards higher support levels. In contrast,
US students exhibit a more cautious or neutral stance with a balanced spread across the support spectrum.

Interviews and Focus Group
Consciousness of Surveillance

The consciousness of surveillance cameras among college students in China and the United States reveals
cultural and societal nuances in their perceptions and reactions to surveillance technologies.

In China, many students exhibit a curious and engaged approach towards surveillance cameras. This curiosity
often stems from a desire to understand the extent, purpose, and technological aspects of these devices. There is
a notable interest in the interplay between technology, security, and privacy, suggesting a more active
engagement with surveillance. Alongside this curiosity, there is a strong sense of security consciousness. Many
Chinese students view surveillance cameras as essential tools for public safety, believing they act as deterrents to
crime and contribute to community well-being. This perspective is partly influenced by the prevalent use of
surveillance technology in public spaces within China and the cultural emphasis on communal safety.

However, this acceptance is not without reservations. There are pronounced privacy concerns among Chinese
students, reflecting a growing awareness and debate about the balance between individual rights and collective
security. Some express discomfort with being constantly monitored, indicating a tension between the perceived
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benefits of surveillance for protection and its implications for personal privacy.

In contrast, the consciousness of surveillance cameras among college students in the US reveals a more varied
set of reactions. Many American students know the presence of surveillance cameras, primarily driven by
concerns about personal security and privacy. This awareness often translates into a kind of resigned acceptance.
There is a general acknowledgment of the ubiquity of surveillance cameras in public spaces, reflecting an
understanding that constant monitoring is a part of modern life. For some, this leads to trust in the authorities
managing these cameras, while for others, it’s more about coming to terms with the unavoidable reality of
surveillance in public spaces.

Unlike their Chinese counterparts, American students’ engagement with surveillance technology appears less
driven by curiosity or a desire to understand the technical aspects. Instead, their focus is more on the
implications of surveillance for their personal security and privacy rights. The response of US students is
indicative of a broader cultural context where individual privacy is highly valued, and there’s a wariness of
overreach by authorities or institutions.

Overall, the attitudes towards surveillance cameras among college students in China and the US highlight
differing cultural and societal priorities. In China, there’s a blend of technological curiosity, security
consciousness, and emerging privacy concerns, indicating an active engagement with the concept of surveillance.
In the US, the approach is characterized by a more pragmatic acceptance of surveillance as part of modern life,
coupled with a focus on personal security and privacy rights. These differing perspectives underscore the diverse
ways in which young people in these two countries interact with and interpret the role of surveillance technology
in their daily lives.

Attitudes Towards Facial Recognition and Privacy

The attitudes of Chinese and American college students towards FRT and privacy reveal nuanced views shaped
by their distinct cultural and societal contexts.

In China, students display a diverse range of perspectives on FRT. A segment views the technology favorably,
emphasizing its role in enhancing security and efficiency in daily tasks like payments and account access. They
argue that when used within legal and ethical parameters, FRT does not necessarily infringe on privacy rights.
This positive outlook is tempered by many students who express deep concerns about privacy infringements.
They worry about the extensive collection and misuse of personal data, potential exploitation for commercial
purposes, unwarranted surveillance, and the risk of misapplication leading to discrimination or false accusations.
Some Chinese students adopt a more balanced viewpoint, acknowledging FRT’s benefits and risks. They
emphasize the importance of explicit consent, ethical use, and the need for robust legal frameworks to safeguard
privacy rights. Concerns about managing, sharing, and protecting facial recognition data are especially
prominent, highlighting the call for stringent regulations.

In contrast, American students view FRT as a potential threat to privacy, with many believing it infringes on
individual privacy rights. Their concerns center around the potential for data misuse, lack of consent, and the
invasive nature of constant monitoring. However, a subset of American students suggests that FRT can be
implemented to minimize privacy violations, provided proper regulations and controls are in place. They
advocate for an ethical approach to FRT, emphasizing the need for consent and robust data protection measures.

The comparison of these perspectives underscores a shared global concern about the balance between
technological advancement and individual privacy rights, albeit from different cultural standpoints. Chinese
students often weigh the perceived benefits of FRT against privacy concerns, suggesting a more varied and
conditional acceptance of the technology. American students, meanwhile, tend to focus more on the privacy risks,
advocating for stricter controls and ethical practices to mitigate potential violations. Both countries have a clear
understanding of the need for careful consideration of FRT’s moral implications, with a general consensus on the
importance of robust legal frameworks and responsible technology use. This demonstrates a global awareness of
the challenges posed by emerging technologies like FRT and the need for their thoughtful and regulated
integration into society.

Facial Recognition Technology in Various Scenarios

The perspectives of Chinese and American college students on the security of FRT in various scenarios reveal a
complex tapestry of trust, skepticism, and conditional acceptance, shaped by their respective cultural and societal
influences.

In China, there’s notable confidence among students in the security of FRT. This trust is grounded in their belief
in the advanced algorithms, extensive data training, and precision in individual identification that FRT offers.
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Significant technology companies’ substantial investments and continuous improvements, especially in
high-security contexts like banking and government services, further bolster this confidence. Chinese students
view FRT as a tool enhancing security and efficiency, particularly in daily tasks such as making payments or
accessing accounts, provided it operates within legal and ethical boundaries.

However, this trust is not universal among Chinese students. A segment is skeptical about FRT’s security,
pointing out vulnerabilities such as privacy violations, data breaches, and susceptibility to hacking. Concerns
about the technology’s fallibility, including misidentification due to similar facial features or makeup and the risk
of identity theft, reflect a wariness of its potential misuse. Despite recognizing FRT’s advantages, these students
underscore the importance of managing its application responsibly, emphasizing legal and ethical standards.

On the other hand, American students exhibit a more evenly divided stance on FRT’s security. A group trusts the
technology for its convenience and efficiency, especially in digital payments and pandemic-related verifications.
They appreciate the ease FRT brings to daily life, valuing its ability to streamline processes and reduce the
burden of remembering passwords or carrying identification.

Yet, alongside this trust, there’s a significant level of skepticism among American students. Concerns about data
security and reliability are prevalent, with students citing instances of misidentification and data breaches. The
fear that FRT might be prone to errors or exploited for unauthorized access underscores their apprehension. This
skepticism is not just about the technology itself but also about how it’s managed and the potential for its misuse
in infringing on personal privacy.

In both Chinese and American contexts, there’s an emerging consensus on the dual nature of FRT. Students from
both countries recognize that while FRT offers convenience and enhanced security, it also poses significant risks
to privacy and personal autonomy. This shared understanding reflects a global awareness of the challenges posed
by emerging technologies like FRT. Both groups of students underscore the need for a balanced approach in
implementing FRT — one that leverages its benefits while ensuring robust legal and ethical frameworks are in
place to protect individual rights. This balance is crucial in harnessing the potential of FRT without
compromising the foundational values of privacy and personal security.

Willingness to Use Facial Information for FRT

The willingness of Chinese and American college students to use facial information for FRT presents an
intriguing study in contrasts and similarities, reflecting broader cultural and societal nuances in their approach to
technology and privacy.

Chinese students are strongly inclined to use facial information for FRT, largely driven by the perceived benefits
of convenience and enhanced security. Many in this group express confidence in the technology’s advancements,
including features like liveness detection, which they believe effectively mitigate risks of deception and forgery.
This positive outlook is bolstered by a trust in the technology’s ability to streamline everyday tasks, such as
making payments or navigating security checks, and a belief that it can reduce risks associated with traditional
forms of identity verification.

However, this sentiment is not universal among Chinese students. A notable portion expresses hesitancy,
primarily due to concerns about privacy breaches, potential data misuse, and inherent risks associated with the
technology, such as data breaches and system vulnerabilities. The apprehension about personal data being used
for unauthorized purposes or falling into the hands of malicious actors leads to a cautious or even negative stance
toward FRT. Some students balance these perspectives, recognizing the conveniences of FRT while remaining
wary of the risks. They advocate for stringent privacy protection measures and robust legal frameworks to
safeguard individual data.

American students, on the other hand, display a more evenly split attitude towards the use of facial information
for FRT. A segment of the student population is open to using facial data, drawn to the convenience and
modernization that FRT promises. This group values the ease and efficiency that the technology brings to various
aspects of their lives, from unlocking phones to facilitating transactions.

Yet, alongside this openness, there is a significant level of reluctance grounded in privacy concerns. Influenced
by media reports of data breaches and misuse of personal information, many American students are skeptical
about the security of their facial data. They worry about the potential for their personal information to be
exploited or misused, reflecting broader concerns about data privacy and the ethical use of technology.

In both China and the United States, the willingness to use facial information for FRT is tempered by a common
understanding of the need for a balanced approach. Students from both countries acknowledge the potential
benefits of the technology but emphasize the importance of safeguarding individual privacy and data security.
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They call for more robust legal and ethical frameworks, greater transparency from organizations using FRT, and
informed consent from individuals whose data is being used.

Overall, the attitudes of Chinese and American college students toward using facial information for FRT
illustrate a complex interplay between embracing technological advancements and maintaining vigilance over
personal privacy and data security. While cultural and societal differences influence their perspectives, a shared
caution underscores the global challenge of integrating emerging technologies like FRT in a manner that respects
and protects individual rights.

5. Discussion

The surveys highlight distinct differences in perceptions between US and Chinese college students towards FRT.
While US students slightly favor FRT’s role in security and identity verification, Chinese students are more
aligned with its application in financial transactions and secured access, indicating a deeper integration in
everyday life in China. These differences could stem from the cultural and operational variances in technology
adoption and awareness. The willingness to use FRT in different scenarios also diverges, with US students
showing a higher inclination for phone unlocking. In contrast, Chinese students are significantly more willing to
use it in access control and public transportation. Such variations reflect broader acceptance or integration of the
technology within China’s infrastructure.

Furthermore, familiarity with FRT’s working principles and security perceptions reveal moderate understanding
in both groups, with the US showing a slightly broader range of familiarity and more distributed concerns about
privacy, discrimination, and misuse. Chinese students exhibit higher confidence in the security of FRT, possibly
due to its more widespread societal integration and acceptance. However, both groups share a general openness
to adopting FRT, balanced with careful consideration of privacy and security implications.

The outlook on FRT’s development is more optimistic in China, aligning with the higher support for its
applications in education, particularly in student attendance and library management. This contrasts with the US,
where there’s a more cautious or neutral stance emphasizing campus security and exam monitoring. These
insights reflect how cultural context, societal integration, and individual experiences shape students’ perceptions
and acceptance of emerging technologies like FRT. The discussion emphasizes the importance of understanding
these differences to effectively navigate the future of FRT in various societal and cultural contexts.

Cultural, Political, and Societal Norms Analysis

The exploration of FRT adoption in the US and China reveals profound differences rooted in cultural, regulatory,
and societal norms. These differences are not merely academic; they profoundly affect how technology is
perceived, integrated, and regulated in these societies.

In the US, the cultural landscape is heavily influenced by a strong emphasis on individual rights and privacy.
This emphasis is deeply embedded in the national ethos and legal frameworks, leading to a cautious approach
toward technologies perceived as intrusive, like FRT. US public discourse often revolves around the ethical
implications and potential privacy breaches of surveillance technologies. This skepticism is reflected in US
college students’ more cautious or neutral stance towards FRT, as evidenced by concerns over privacy and the
slower, more deliberative adoption of the technology. The regulatory environment in the US further complicates
this picture, with a patchwork of laws across states creating a complex and often contradictory landscape for FRT
adoption. This environment fosters public debate and varied opinions on the technology, contributing to its
cautious and segmented implementation.

Conversely, China presents a different picture. Cultural perceptions of privacy and a more collective approach to
societal governance may lead to a different valuation of individual privacy versus communal benefits. The
Chinese public might be more amenable to technologies that promise to contribute to social stability and public
order, including FRT. A more unified regulatory approach complements this cultural disposition. The Chinese
government has adopted more aggressive strategies for FRT implementation across various sectors. Despite the
recent tightening of regulations to prevent misuse, the general trajectory in China has been towards broader
implementation and integration of FRT in public services and commercial sectors, as evidenced by the higher
acceptance and integration of FRT in daily life among Chinese students.

The societal integration and technological infrastructure in both countries also play critical roles. While the US is
technologically advanced, its adoption of FRT is more debate-driven and sector-specific. Public discourse on the
technology’s implications is vigorous and ongoing. In China, however, FRT has been rapidly deployed and
extensively used for general security to commercial services like payments and access control. This widespread
use leads to a high degree of familiarity and interaction with FRT, contributing to its acceptance and
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normalization in daily life.

Furthermore, exposure and education about FRT influence perceptions. Students in both countries exhibit a
moderate understanding of the technology, but direct interaction with FRT in daily life might be more common
in China. This exposure can lead to a more nuanced understanding or acceptance of the technology’s benefits and
risks.

In conclusion, the differences in FRT adoption between the US and China are multifaceted, reflecting each
country’s unique cultural, regulatory, and societal context. A strong emphasis on individual privacy, a complex
regulatory environment, and vigorous public discourse in the US contribute to a cautious and deliberative
approach. In China, cultural norms, a unified regulatory strategy, and widespread societal integration lead to
broader acceptance and implementation of FRT. As both nations continue to navigate the complexities of FRT,
understanding these differences is crucial for developers, policymakers, and educators. They must address
concerns, leverage opportunities, and guide FRT’s ethical and effective integration into society, ensuring it serves
the public good while respecting individual rights and cultural norms.

The Strategic Significance Analysis in the Realms of Technology and Politics

The United States and China leading the charge in technological advancements, offer contrasting narratives of
FRT’s role in society, influenced heavily by the collective attitudes of their younger generations.

In the United States, the bedrock of innovation and technological research is often its rigorous ethical standards
and a strong emphasis on individual privacy. This environment breeds a cautious yet innovative approach to
technologies like FRT. US college students reflect this sentiment, indicating a preference for a future where FRT
is developed within ethical boundaries and with strong privacy protections. This trajectory may safeguard
individual rights and lead to pioneering advancements in FRT, particularly in privacy-enhancing solutions.

Conversely, China’s strategy towards FRT indicates its broader ambitions to be a global technological leader.
The nation’s substantial investment in technical infrastructure and research, coupled with the high acceptance of
FRT among its youth, suggests a population ready to support and propel this technology forward. This
enthusiasm could significantly accelerate advancements in FRT and related domains, reinforcing China’s
position in the global technological arena.

The political implications of FRT in domestic governance and surveillance are profound. In the US, the
technology is entangled in a debate balancing security with civil liberties. The wariness of college students
towards state surveillance reflects a broader societal reluctance, likely leading to a more scrutinized and
regulated deployment of FRT in governance. While potentially slowing adoption, this cautious approach
positions the US as a potential standard-bearer for ethical FRT use globally.

In contrast, China’s application of FRT in governance is more extensive, driven by its aims for social stability
and governance efficiency. Chinese students’ general acceptance of FRT aligns with the national narrative of
technological integration for public security and service improvement. This alignment bolsters the strategic
deployment of FRT across public sectors, further embedding it into the fabric of governance and societal
management.

The comparative analysis of US and Chinese college students’ attitudes towards FRT is revealing. In the US, the
leanings are towards a cautious, privacy-conscious approach, reflecting broader societal values and potentially
leading to a diverse and ethical FRT landscape. While possibly slower, this approach emphasizes the importance
of individual rights and ethical governance in the technological realm. Chinese students’ acceptance and
optimism about FRT paint a different picture. They reflect a societal trend of prioritizing communal benefits and
rapid technical integration, suggesting a future of widespread and possibly more innovative uses of FRT. This
acceptance will likely contribute to China’s aggressive advancement and application of FRT, enhancing its
domestic capabilities and international standing in technology.

In conclusion, college students’ attitudes toward FRT in the US and China are more than just individual opinions;
they are indicators of future trends, embodying the potential paths these nations might take in shaping the global
narrative of FRT. As these students transition into roles of influence, their perceptions and values will guide
FRT’s development, implementation, and regulation. The strategic significance of these diverging paths is
immense, influencing not only national security and governance but also the international standards and ethical
considerations of surveillance technologies. Understanding these differences and their implications is essential
for navigating the future of FRT, ensuring it serves as a tool for societal benefit while respecting individual rights
and cultural diversity.
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Note 1. They chose “Other” and wrote down “would avoid FRT when it’s possible”.
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